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Abstract

Network security is a crucial aspect that must be considered, because without adequate security, the network becomes vulnerable to cyber
attacks that can cause losses. Routers are one of the most vulnerable and easily attacked targets because of their very important role in
computer network systems. One of the most common types of routers used in developing countries is Mikrotik. Mikrotik routers have
several security holes, such as CVE-2018-14847 (Winbox Exploitation), Brute-Force Attacks, and Denial of Service (DoS), which can be
exploited by attackers to cause disruption or loss. Therefore, efforts to prevent cyber attacks are very important. Preventive steps that can
be taken are by implementing a strong security system on Mikrotik routers through firewall configuration and conducting penetration
testing to ensure that the configuration applied is optimal. This study uses the SDLC (Security Development Life Cycle) model, using the
waterfall model stages.
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1. Introduction

For an agency that uses a computer network system, network security is a crucial aspect that must be considered in maintaining data
integrity, as well as ensuring the availability of system services for users [1]. Without adequate security, networks become vulnerable to
various types of cyber attacks that can cause losses. Devices that are vulnerable to attacks on computer network systems are routers [2].
Routers are easy targets for attack because of their very important role in connecting local networks (LANSs) to the internet.

In developing countries, the router devices commonly used are affordable routers, cost-effective routers that can function both as routers
for home use and as the main router in an infrastructure network [3]. One type of router that has an affordable cost is Mikrotik. In 2018, a
study was conducted by Schalton [3] which examines the characteristics of attacks on low-cost Mikrotik routers by utilizing honeypots and
obtained data on attack patterns such as Mikrotik Common Vulnerabilities and Exposures (CVE), Denial of Service (DoS), and Brute-
Force Attacks. In 2018, a security hole was discovered on Mikrotik devices named CVE 2018-14847 one of the most famous vulnerabilities
ever found on Mikrotik. Winbox exploitation attacks exploit the CVE-2018-14847 security hole on Mikrotik routers [2]. Winbox exploit
attacks allow attackers to gain unauthorized access to the router without requiring authentication, which can be used to change configuration
and security settings. This attack allows access to files and directories and obtains Administrator account credentials [4].

The cvedetails.com site, a platform that records CVE (Common Vulnerability and Exposures) vulnerability data, provides data that the
type of Mikrotik router attack that occurs most often from 2015 to 2024 is the Denial of Service (DoS) attack. This is because DoS attacks
are very common attacks, therefore many researchers conduct simulations using this type of DoS attack, then carry out prevention or
mitigation against DoS attacks on site hardware or servers [5]. Serangan DoS merupakan jenis serangan yang umum menargetkan perangkat
seperti server, web dan termasuk juga router Mikrotik. This attack involves multiple devices simultaneously flooding a target with excessive
traffic, rendering the system unable to accommodate it [6]. DoS (Denial of Service) attacks aim to make the router network down or not
functioning. As a result of this attack, the router is unable to process services from parties that have valid authorization. This can disrupt
operational activities and harm the organization, both materially such as loss of income, and non-materially such as damage to reputation
or disruption to important business processes [7].

According to Bahri, many of our people are still not educated enough in creating strong usernames and passwords, making them very
vulnerable to hacking [8]. Brute force attack is a persistent and detrimental threat that is often used by illegal parties to gain access to
network devices, especially Mikrotik routers, by trying various combinations of usernames and passwords repeatedly [9]. This method
relies on continuous trial and error until the right combination is found to enter the system. Brute force attacks result in unauthorized access
to the network, theft of sensitive data, and damage to the integrity of the system as a whole. The impact of this attack can be very detrimental,
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both in terms of data security and operations. Therefore, implementing proper network security is very important to keep the system safe
from threats like this.

It is very important to take preventive measures in dealing with these cyber attacks. Preventive measures that can be taken are by
implementing a strong security system on the Mikrotik router through firewall configuration and Mikrotik operating system updates, so
that the Mikrotik router is more protected from these various threats. Firewall is a cybersecurity technology that functions to protect
computers connected to the network [10]. However, to ensure that the configuration applied is correct, testing is required. Penetration
testing is a frequently implemented testing method, this method allows us to identify weaknesses and ensure that the router is well protected
from potential attacks. Penetration testing is a series of techniques and steps applied to test the security of an organization's system [11].
This research aims to implement and test the security of Mikrotik routers against cyber attacks Winbox Exploitation, Brute Force, and
Denial of Service using firewalls and penetration testing.

2. Research Methods

The model used in this study is the Security Development Life Cycle, with stages that follow the Waterfall method [12]. The Waterfall
method is an approach to software development that is systematic and sequential, starting from the system development stage, analysis,
design, implementation, testing, to maintenance [13]. The stages in the Waterfall model can be seen in Figure 1 below.

Analysis ‘
[~ =y

Implementation ‘
Testing 1

Fig. 1: Stages of Waterfall Research
2.1. Analysis

The analysis phase includes interviews with laboratory managers, computer network observations, vulnerability analysis against Winbox
Exploitation, Brute Force, and Denial of Service attacks, and analysis of network security needs and strategies. Based on interviews with
laboratory managers, it is known that the network has not used a network security system and only uses the hotspot feature on the Mikrotik
router for basic authentication without special protection, making it vulnerable to Winbox exploitation, brute force, and Denial of Service
(DoS) attacks. Observations and vulnerability analysis show a history of attacks and high network vulnerability to these three types of
cyber attacks. Therefore, a security system is needed that is able to protect the network from these threats.

2.2. Design

Researchers designed a security configuration to protect Mikrotik routers from Winbox Exploitation, Brute Force, and Denial of Service
attacks. For protection against Winbox Exploitation, RouterOS was updated to a stable version above 6.3, and access to user.dat was closed
to prevent exploitation. In overcoming Brute Force attacks, a rate limiting firewall was applied to limit login attempts by temporarily
blocking IPs if they exceed the limit. Meanwhile, protection against Denial Of Service attacks was carried out using a raw firewal.

3. Implementation

In the Implementation stage, the security design that has been designed is applied directly to the Mikrotik router. This stage includes the
implementation of each security configuration to overcome Winbox exploitation, Brute force, and Denial of Service (DoS) attacks. Here
are the implementation details:
a. Implementation of protection against Winbox exploitation
1) Upgrade Router OS to the latest version
MikroTik has released an update that includes a security patch on versions above 6.42 to address the CVE-2018-14847 security
vulnerability from the Winbox Exploitation attack.
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Fig. 2: Upgrade Router OS

RouterOS is updated to version 6.49.18 to address the security holes exploited in Winbox Exploitation attacks, so the risk of attacks
can be minimized.
Closing access to the user.dat file with firewall configuration

it | Agwerd Pt fetcn

4w

satra ortied

Imset A8 Doty

anstias

Fig. 3: Configure Firewall to block access to user.dat file

The firewall will set all incoming packets to the Mikrotik router to be rejected, so that attackers cannot access sensitive user.dat files
used for authentication. This step is very effective in protecting important information from attacks. Thus, access from Winbox
Exploitation attackers can be prevented.

Implementation of protection against Brute force

Brute Force prevention is done by implementing a rate limiting firewall that limits login attempts, if the limit is exceeded, the
system automatically blocks the IP temporarily.

/ip firewall filter add chain=input protocol=tcp dst-port=22 src-address-list=black _list action=drop \ comment="drop ssh brute
forcers" disabled=no add chain=input protocol=tcp dst-port=22 connection-state=new \ src-address-list=ssh_stage3 action=add-
src-to-address-list address-list=black_list address-list-timeout=1d \ comment="" disabled=no add chain=input protocol=tcp dst-
port=22 connection-state=new \ src-address-list=ssh_stage2 action=add-src-to-address-list address-list=ssh_stage3 address-list-
timeout=1m \ comment="" disabled=no add chain=input protocol=tcp dst-port=22 connection-state=new \ src-address-
list=ssh_stagel action=add-src-to-address-list address-list=ssh_stage2 address-list-timeout=1m \ comment="" disabled=no add
chain=input protocol=tcp dst-port=22 connection-state=new \ action=add-src-to-address-list address-list=ssh_stagel address-
list-timeout=1m comment=""\ disabled=no

Fig. 4: Script firewall rate limiting brute force

The above rate limiting firewall script is used to prevent brute force attacks on SSH (port 22) on MikroTik with a gradual monitoring
mechanism. If an IP has been blacklisted, all connections to port 22 from that IP will be immediately blocked. To detect suspicious
login attempts, the firewall implements a tiered system. In the initial stage, the IP that tries a new connection will be included in the
ssh_stagel list for 1 minute. If the IP tries again within the same time, it will be moved to the ssh_stage? list, and if attempts continue,
it will enter ssh_stage3. If the IP continues to try to login, it will be blacklisted for 10 days, so that its access to the SSH server is
completely cut off. With this method, the firewall can automatically identify and block brute force attempts before they pose further
threats.

Implementation of protection against Denial of Service (DoS)

This RAW firewall configuration is used to detect and block SYN flood-based DoS (Denial of Service) attacks on MikroTik. The
following is the raw firewall configuration used:
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Fig. 5: Raw DoS Firewall Configuration

The first configuration allows a maximum of 6000 SYN packets per second. If the number of packets exceeds 6000 per second, this
rule no longer accepts packets and the next rule will handle the excess traffic.
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Fig. 6: Advanced Raw DoS Firewall Configuration

In the second configuration, if an IP sends too many SYN packets (more than 6000/s), that IP is added to the "detect ip dos" address
list for 10 days.

Genaral Advanced Extra Action Statistics General Advanced Extra Action Statistics

Chain prerouling 3 Src. Address List: | | Deteks-ip-DoS 3PS

Src. Address: | - Dst. Address List b

Dst. Addiess: - P .

Protocok: | 1 |6 {lcp} ¥ & | PerConnection Classifier: -

Src. Port: - Src. MAC Address -

Dst Port | |21.22.23,5,80,443,2000,8201,6728 6729 | & e .

Any. Port: - T -
In_Interface: all ethemet * -

Fig. 7: Advanced Raw DoS Firewall Configuration

The third configuration, if the IP is already included in the "DoS-ip-detection" list, then the packet from that IP will be immediately
blocked, the packet will not be processed further, thus reducing the CPU load.

3. Results and Discussion

3.1. Testing

In the testing phase, Penetration testing is carried out using the white box method to test whether the implemented configuration is able to
ward off Winbox exploitation, Brute force, and Denial of Service (DoS) attacks. The following are the stages in the white box Penetration
testing that are carried out:

a. Reconnaissance
At this stage, collect data related to the network that will be tested, such as IP address addressing and firewall configuration on the

network system. In this test using Mikrotik Router RB951Ui-2HnD with OS version 6.49.18.
The IP address address used in this test is as in table 1 below.
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Table 1: Reconnaissance

Interface Address Gateway Network I Information

Ether 1 192.168.235.247/24 192.168.235.1 192.168.235.0 Automatic IP address from the internet
Ether 2 192.168.6.1/24 192.168.6.1 192.168.6.0 Function for LAN connection

Ether 3 192.168.1.1/22 192.168.1.1 192.168.0.0 Function for Hotspot connection

The firewall configuration used in this test is as shown in Figure 8 and Figure 9 below
Firewall

Filter Rules NAT Mangle Raw Service Ports Connections Address Lists

-+ T Reset Counters | @ Reset All Counters

# Action  |Chain SDProto... {Dst. Port |(1¢Src. Addr... |By... P...
i» Winbox Exploitation
0 ¥ reject input 0B 0O
.»» drop ftp brute force
1 ¥ drop input 6 (tcp) 21 black_list 0B 0
2 + add ... input 6 (tcp) 21 ftp_stage3 0B 0
3 + add .. input 6 (tep) 21 ftp_stage2 0B 0
4 + add ... input 6 (tep) 21 ftp_stage1 0B 0
;;: drop ssh brute forcers
5 ® drop input 6 (tcp) 22 blacklist ... 0B 0
6 * add ... input 6 (tcp) 22 ssh_stage3 0B 0
7 + add ... input 6 (tcp) 22 ssh_stage2 0B 0
8 + add .. input 6 (tcp) 22 ssh_stagel 0B 0

Fig. 8: Firewall Filter Configuration

Firewall

Filter Rules NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

2= hid Reset Counters | @ Reset All Counters
# Action Chain Proto... |- Dst. Port ' 'Sre. Address ...
0 + acc... prerouting 6 (tcp) 21,22,23,53,80,443,2000,8291,8728,8729
1 * add ... prerouting 6 (tcp) 21,22,23,53,80,443,2000,8291,8728,8729
2 % drop prerouting 6 (tcp) 21,22,23,53,80,443,2000,8291,8728,8729  Deteksi-ip-DoS
3 % drop prerouting

Fig. 9: Firewall RAW Configuration

b. Scanning
This process uses Nmap to scan Mikrotik routers, so that it can evaluate existing vulnerabilities.
afrian@afrian-VirtualBox:~$ nmap 192.168.6.1

Starting Nmap 6.40 ( http://nmap.org ) at 2025-02-15 10:33 WIB
Nmap scan report for 192.168.6.1
ost is up (0.037s latency).
Not shown: 996 closed ports
STATE SERVICE
open ftp
open ssh
2000/tcp open cisco-sccp
8291 /tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 13.50 seconds
afrian@afrian-VirtualBox:~$

Fig. 10: Scanning

From the scan results on the Mikrotik router, four ports were found to have open status, namely 21/tcp (FTP), 22/tcp (SSH), 2000/tcp
(Bandwidth Test), and 8291/tcp (Winbox).
c. Exploitation

1) Winbox Exploitation
afrian@afrian-V 1Box:~$ python3 /home/afrian/WinboxExploitation/exploit.py 192.168.6.1

Fig. 11: Winbox exploitation attack

In the image above, a Winbox Exploitation attack is seen using a Python3 exploit script to the MikroTik gateway IP address. The attack
failed, marked by the appearance of the message "Connection error: timeout", so that hackers cannot obtain the MikroTik username
and password.

# Action Chain Src....D.. Proto... Src. Port  Dst. Port  Ou... |.. O.Src. Address L... Dst. Ad... Bytes Packets
;1 Winbox Exploitation
0 * reject input 8768 6

Fig. 12: Firewall winbox exploitation

In Figure 12, it can be seen that the firewall that was created to overcome the Winbox Exploitation attack by rejecting user.dat
successfully ran and thwarted the attack. This success can be observed from the movement of bytes and packets.
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2) Brute Force

afrian@afrian-VirtualBox:~$ hydra -L /home/afrian/username.txt -P /home/afrian/password.txt ssh://192.168.6.1
Hydra v7.5 (c)2013 by van Hauser/THC & David Maciejak - for legal purposes only

Hydra (http://www.thc.org/thc-hydra) starting at 2025-03-16 10:18:02

[DATA] 16 tasks, 1 server, 324 login tries (1:18/p:18), ~20 tries per task
[DATA] attacking service ssh on port 22

[ERROR] ssh protocol error

[ERROR] ssh protocol error

[ERROR] ssh protocol error

Fig. 13: Brute force attack

In Figure 13, a Brute Force attack using the Hydra tool is seen towards the MikroTik gateway IP address via the SSH service. The
attack failed, marked by the appearance of the message "Error: SSH protocol error", so that the hacker could not obtain the MikroTik
username and password via the Brute Force technique.

Firewall

Filter Rules NAT Mangle Raw Service Ports Connections Addfeﬁfl

+ T

Name Address Timeout
D @ ssh_stagel 192.168.6.254 00:00:48
D @ ssh_stage2 192.168.6.254 00:00:4¢
D @ ssh_stage3 192.168.6.254 00:00:4¢
D @ black_list 192.168.6.254 9d 23:59:49

Fig. 14: Address list brute force attack

Figure 14 shows the success of the rate limiting firewall in overcoming Brute Force attacks through the SSH service. This firewall
works according to the rules that have been created, namely by entering the attacker's IP address into a list such as ssh_stagel,
ssh_stage2, and ssh_stage3, until finally it is blacklisted. As a result, connections to port 22 from the attacker's IP are blocked for 10
days, so that the Brute force attack is successfully thwarted.
3) Denial Of Service
root@afrian-VirtualBox: /home/afrian# hping3 -S --flood -p 53 192.168.6.1
HPING 192.168.6.1 (eth® 192.168.6.1): S set, 40 headers + 0 data bytes

hping in flood mode, no replies will be shown

Fig. 15: DoS attack

Figure 15 shows a Denial of Service (DoS) attack of the DNS TCP flood attack type using the hping3 tool on Linux Ubuntu, which

targets the Mikrotik router gateway IP address via the DNS port (53).
Resources

Uptime: 00:07:10

Free Memory: 24.6 MiB
Total Memory: 59.6 MiB

CPU: Intel(R)
CPU Count: 1
CPU Frequency:
CPU Load: [l %
Fig. 16: Mikrotik CPU load before firewall implementation

Figure 16 shows the CPU load resource on the Mikrotik router when hit by a DoS attack before the firewall implementation, where the

CPU load reached 100%.
Resources |

Uptime: 2d 08:22:38

Free Memory: 70.2 MiB
Total Memory: 128.0 MiB

CPU: MIPS 74Kc V4.12
CPU Count: 1
CPU Frequency: 600 MHz
CPU Load{.fEIP

Free HDD Space: 84.5 MiB
Total HDD Size: 128.0 MiB

Fig. 17: Mikrotik CPU load after firewall implementation

Figure 17 shows the CPU load resource on the Mikrotik router when hit by a DoS attack after implementing the firewall, where the
CPU load dropped to 19%.
Name Address Timeout
D @ Deteksi-IP-DoS 192.168.6.254 9d 23:59:53

)

Fig. 18: DoS attack address list
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Figure 18 shows the attacker's IP address that is included in the "Detect-IP-DoS" address list, where the IP is detected as carrying out
a DoS attack. As a result, packets from the IP are immediately blocked and not processed further, thus reducing the CPU load. This
shows the success of the firewall configuration that has been implemented previously.

. Reporting

Based on the attacks that have been carried out on the Mikrotik RB-750 Gr3 router (OS version 6.49.18) against Winbox Exploitation,
Brute Force, and DoS cyber attacks, the author obtained the results presented in the following table.

Table. 2 Reporting
No | Attack Type | Attack Status | Description
Hackers failed to obtain Mikrotik router username and password after the device was
1 Winbox Unsuceessful updated to version 6.49.18 (above version 6.42) and a firewall was applied to block
Exploitation access to the user.dat file. Thus, hackers were unable to access data in user.dat, so the

username and password remained protected.

Hackers failed to obtain the Mikrotik router username and password. The

implementation of rate limiting firewall has proven effective in preventing Brute Force
2 Brute Force Unsuccessful attacks. The IP address of the attacker that is detected making repeated login attempts is
automatically blacklisted, so that hacking attempts using the Brute Force technique fail
to obtain the Mikrotik username and password.
RAW firewall implementation can reduce processor resource usage by up to 81%

3 Denial Of Service Unsuccessful against DoS attacks (DNS tcp flood attack)

3.2. Maintenance

At this stage, ongoing maintenance is essential to ensure the effectiveness and reliability of the developed system in the long term.
Researchers work closely with the computer laboratory to maintain both hardware and software components, by conducting routine
inspections, updates, and periodic monitoring.

4.

Conclusion

Based on the test results using the penetration testing method to evaluate the effectiveness of the firewall that has been implemented on the
MikroTik router in dealing with Winbox Exploitation, Brute Force, and Denial of Service cyber attacks, the following conclusions were
obtained:

1.

Winbox Exploitation attack was successfully thwarted by updating MikroTik router to version 6.49.18 (above version 6.42) and
implementing firewall to block access to user.dat file. Thus, hackers cannot access data in user.dat, so username and password are
not successfully obtained.

Implementation of firewall with rate limiting technique is effective in preventing Brute Force attacks. The attacker's IP address is
detected to make repeated login attempts and is automatically blacklisted, so that hacking attempts using brute force techniques fail
to obtain the MikroTik username and password.

The implementation of the RAW firewall has proven effective in preventing Denial of Service attacks (DNS TCP Flood Attack) by
reducing the CPU load on the MikroTik router by 81%.
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