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Abstract 
 

Academic websites require continuous security evaluation because they support information publication and institutional services that are 

accessible through the internet. This study evaluates the security of the Sistemasi UNISI website using a non-destructive penetration testing 

method with OWASP Zed Attack Proxy (ZAP). The research stages consisted of literature study, planning, reconnaissance, scanning, 

vulnerability testing, report analysis, conclusion, and remediation formulation. Data were collected through literature review and 

observation of the target website, while testing was performed by entering the Sistemasi UNISI URL into the Automated Scan feature of 

OWASP ZAP. The detailed scan report identified 19 findings consisting of four medium-risk findings, eight low-risk findings, and seven 

informational findings, with no high-risk finding reported. The medium findings were absence of Anti-CSRF tokens, Content Security 

Policy header not set, missing anti-clickjacking header, and vulnerable JavaScript library. The results indicate that the website still requires 

security hardening, especially in browser security headers, cookie configuration, JavaScript dependency management, HTTPS consistency, 

and information disclosure control. The recommended improvements can reduce exploitation opportunities and strengthen the security 

posture of the website. 
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1. Introduction 

Universitas Islam Indragiri (UNISI) is an academic institution that uses digital platforms to support education, publication, and institutional 

services. One of the web-based platforms used in this environment is Sistemasi UNISI, a website that provides access to academic and 

scientific information. Because it can be accessed from inside and outside the institution, the website must be managed not only from the 

perspective of usability and content availability, but also from the perspective of security. A public website that is not properly secured can 

expose the institution to illegal access, content manipulation, data leakage, and service disruption [1][2]. 

The use of web technology produces clear benefits because users can reach the system through a browser without installing a specific 

application. However, this flexibility also increases the attack surface. A website normally includes a web server, programming framework, 

database, user interface components, session cookies, security headers, and third-party resources. A weakness in one component may not 

directly compromise the system, but it can assist attackers in reconnaissance or can enlarge the impact of another weakness. For this reason, 

security evaluation should be performed periodically, especially on websites that support academic services and public information [3][4]. 

Website security is closely related to confidentiality, integrity, and availability. Confidentiality requires that sensitive data be protected 

from unauthorized access. Integrity requires that information and system behavior are not modified without permission. Availability 

requires that the service remains accessible for legitimate users. In a university environment, the loss of one of these properties can reduce 

user trust and damage institutional credibility. Security controls such as HTTPS, secure cookies, browser security headers, access control, 

and safe input handling are therefore necessary parts of responsible web management [5][6]. 

Penetration testing is an authorized and structured method for evaluating system security by imitating attacker-oriented techniques within 

an agreed scope. The objective is not to damage the system, but to identify vulnerabilities before they are abused by unauthorized parties. 

A penetration testing activity commonly includes planning, information gathering, reconnaissance, scanning, vulnerability identification, 

analysis, reporting, and remediation planning. The result of a good penetration test should help administrators understand the weaknesses 

found and the actions required to improve security [7][8]. 

OWASP Zed Attack Proxy (OWASP ZAP) is an open-source web application security testing tool developed under the OWASP 

community. ZAP can function as a proxy between a browser and a web application, allowing HTTP requests and responses to be observed, 
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inspected, and tested. The tool provides automated scanning, spidering, passive scanning, active scanning, alert classification, and reporting 

features. In academic research, OWASP ZAP is frequently used because it is accessible, repeatable, and able to detect common web security 

issues such as missing headers, cookie weaknesses, vulnerable libraries, and information disclosure [9][10]. 

Previous studies show that web applications in education, government, and business sectors often experience recurring weaknesses. 

Rosaliah et al. identified vulnerabilities related to authentication, sensitive data exposure, security misconfiguration, and clickjacking [33]. 

Ghozali et al. used OWASP-based assessment to determine risk levels using likelihood and impact [34]. Sofyan et al. found high, medium, 

and low vulnerabilities on an institutional website [35]. Fachri et al. demonstrated that penetration testing can reveal serious weaknesses 

on academic web servers [36]. These studies indicate that automated and structured security testing is useful as an initial baseline for 

improvement. 

The research gap addressed in this study is the need for a focused security analysis of the Sistemasi UNISI website using the penetration 

testing method. The study does not only list alerts generated by OWASP ZAP, but also interprets the severity level, potential impact, and 

recommended controls based on the findings. Therefore, this research aims to identify security vulnerabilities on the Sistemasi UNISI 

website, analyze the effectiveness of OWASP ZAP as a testing tool, and provide technical recommendations that can be used by website 

administrators to strengthen security. 

1.1. Literature foundation 

A website is a collection of connected pages containing information in the form of text, images, audio, animation, and other digital content. 

A web-based application can be accessed through a browser and depends on internet connectivity, making it flexible for users across 

different operating systems [12][13]. A system information, on the other hand, is a set of interconnected components used to process 

transactions, support management activities, and provide reports for stakeholders [15]. When a website supports information system 

functions, security must be considered from the interface, server, database, and communication layers. 

Penetration testing is defined as a legitimate attempt to evaluate and exploit weaknesses in a computer system in order to improve its 

protection [16]. In practice, penetration testing uses procedures and techniques to simulate attacks and identify security gaps [18]. The 

findings obtained from testing can be converted into recommendations for correction and prevention [17]. This principle is consistent with 

the present study, because the scan results are used to design practical solutions for the Sistemasi UNISI website. 

OWASP provides guidance and tools for improving application security. OWASP ZAP is one of the tools that supports both beginner and 

advanced testers. It can be used for spidering, passive analysis, active scanning, and report generation. In the context of this research, 

OWASP ZAP is selected because the study focuses on web application vulnerabilities and because the tool can detect issues related to 

security headers, cookies, sensitive information, authentication patterns, session management, and vulnerable client-side components 

[21][23][24]. 

2. Research method 

AThis study used a descriptive security assessment approach with a penetration testing procedure. The testing was non-destructive and 

limited to identifying vulnerabilities on the Sistemasi UNISI website. The main tool used in the research was OWASP ZAP. The research 

process followed several stages, namely planning, reconnaissance, scanning, vulnerability testing, report analysis, conclusion, and solution 

formulation. These stages were selected to keep the evaluation systematic and to ensure that each finding could be connected to a specific 

recommendation [37]. 

The object of the study was the Sistemasi UNISI website at https://sistemasi.ftik.unisi.ac.id. The website was selected because it is part of 

the academic digital environment of Universitas Islam Indragiri and is publicly reachable. The scope of the assessment was restricted to 

web application scanning using OWASP ZAP. The study did not conduct destructive attacks, denial-of-service testing, brute-force attacks, 

social engineering, or unauthorized data modification. These limitations were applied to maintain ethical and safe testing boundaries. 

 

Fig. 1: Research flow of the penetration testing procedure 

2.1. Data collection and testing stages 

Data collection was carried out through literature study and observation. The literature study reviewed journals, books, proceedings, final 

projects, and digital sources related to website security, cybersecurity, penetration testing, OWASP, and OWASP ZAP. The literature was 

used to support the interpretation of web vulnerabilities and to formulate appropriate recommendations. Observation was conducted by 

accessing and examining the Sistemasi UNISI website before testing, including the visible structure, changes in appearance, and general 

behavior of the website. 
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The planning stage determined the scope, target, tool, and testing limitation. The reconnaissance stage collected initial information about 

the target website without harming the system. The scanning stage used OWASP ZAP to inspect web responses, links, cookies, headers, 

and other web application behavior. The vulnerability testing stage produced alerts that were then analyzed according to risk level. The 

final stages were conclusion and solution formulation, in which the findings were summarized and translated into security improvement 

recommendations. 

2.2. Testing environment 

Table 1: Research materials and testing environment 

Component Description 

Hardware Lenovo 82h7 laptop with 11th Gen Intel(R) Core(TM) i7-1165G7 

@ 2.80 GHz processor and 8 GB RAM. 
Operating 

system Windows 11, 64-bit operating system, x64-based processor. 

Testing 
software 

OWASP ZAP, used to scan and analyze web application 
vulnerabilities. 

Target 

website Sistemasi UNISI website at https://sistemasi.ftik.unisi.ac.id. 

Testing type Non-destructive penetration testing and vulnerability assessment 

using automated scan features. 

2.3. OWASP ZAP testing procedure 

The practical testing procedure began by opening the OWASP ZAP application. The tester then selected the Automated Scan feature from 

the Quick Start interface and entered the URL of the Sistemasi UNISI website in the URL to attack field. OWASP ZAP then performed 

discovery and analysis on reachable pages and generated an alert report. The dashboard interface during the research is shown in Fig. 2. 

The scan involved spidering and alert generation. Spidering was used to browse reachable links and resources within the target scope. 

Passive analysis reviewed traffic and responses without modifying requests, while automated active testing submitted test requests to detect 

selected vulnerability patterns. The resulting alerts were classified into risk categories, namely medium, low, and informational. The 

findings were then reviewed and rewritten into a structured discussion to make the results clearer for the journal article. 

 
Fig. 2: OWASP ZAP dashboard and Automated Scan interface 

3. Results and discussion 

The results of the OWASP ZAP testing show that the Sistemasi UNISI website still has several security weaknesses that need attention. 

The report interface generated by the tool is shown in Fig. 3. The thesis report states that the testing produced alert information from 

OWASP ZAP and then presented the detailed findings in a table consisting of medium-risk, low-risk, and informational categories. In this 

article, the detailed findings are normalized into 19 finding entries based on the names, risk levels, descriptions, and solutions contained in 

Chapter IV of the thesis. No high-risk finding was presented in the detailed report. This is a positive indication within the scope of the 

automated scan, but it does not mean that the website is fully secure. Automated scanning cannot fully evaluate business logic, role-based 

authorization, source code quality, or authenticated workflows. Therefore, the results should be interpreted as a baseline for hardening 

rather than as a final security certificate. 
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Fig. 3: OWASP ZAP result interface used during the assessment 

3.1. Scan summary 

Table 2: Summary of OWASP ZAP findings by severity 

Severity Number Percentage Interpretation 

High 0 0.00% No high-risk finding was listed in the detailed thesis report. 

Medium 4 21.05% 
Important weaknesses requiring early remediation because they can support 

CSRF, XSS impact, clickjacking, or vulnerable dependency exploitation. 

Low 8 42.11% 
Configuration and information-exposure weaknesses that can assist attack 

chains and weaken defensive controls. 

Informational 7 36.84% 
Observed application behaviors that require contextual review, manual 

validation, or administrative attention. 

Total 19 100% 
Detailed finding entries summarized from the OWASP ZAP report table in 

Chapter IV. 

 
Fig. 4: Severity distribution based on 19 detailed finding entries 

The distribution shows that low-risk findings formed the largest group. Even though these findings are not immediately critical, they are 

still relevant because attackers may combine low and medium weaknesses. For example, missing security headers can increase the impact 

of script injection, weak cookie attributes can expose session data, and information disclosure can help attackers map the system. Therefore, 

remediation should be organized by priority and verified through repeated testing. 

 

 



 

478 Journal of Artificial Intelligence and Engineering Applications 

 
 

3.2. Detailed OWASP ZAP findings 

Table 3: Detailed analysis and recommendations for OWASP ZAP findings 

No. Finding Risk Observed weakness Recommended control 

1 
Absence of Anti-CSRF 

Tokens 
Medium 

No Anti-CSRF token was found in HTML 

submission forms, creating potential 

exposure to forged requests from 

authenticated users. 

Add unpredictable per-request or per-form 

CSRF tokens, validate them on the server, 
avoid state-changing actions through GET, 

and review XSS risks because XSS can 

bypass CSRF defenses. 

2 
Content Security Policy 

Header Not Set 
Medium 

The response did not define a Content 

Security Policy to restrict scripts, frames, 

styles, and other browser-loaded resources. 

Deploy a restrictive Content-Security-

Policy, start with Report-Only mode, define 
trusted sources, and use frame-ancestors to 

support clickjacking prevention. 

3 
Missing Anti-clickjacking 

Header 
Medium 

The response did not include X-Frame-

Options or CSP frame-ancestors to prevent 

unauthorized framing. 

Use X-Frame-Options DENY or 

SAMEORIGIN and implement CSP frame-

ancestors on all relevant pages. 

4 Vulnerable JS Library Medium 
A JavaScript library used by the website 

was identified as vulnerable or outdated. 

Upgrade the affected library to the latest 

safe version, remove unused dependencies, 

and maintain dependency monitoring. 

5 Big Redirect Detected Low 

The server returned a large redirect 

response, which may expose content that 
should not be sent with a redirect. 

Ensure redirect responses contain minimal 

body content and do not reveal sensitive 
information. 

6 
Cookie Without SameSite 

Attribute 
Low 

A cookie was set without an explicit 

SameSite attribute, allowing cross-site 

requests to carry the cookie. 

Set SameSite=Lax or SameSite=Strict as 

appropriate and combine it with CSRF 

tokens for state-changing requests. 

7 
Cross-Domain JavaScript 

Source File Inclusion 
Low 

The page included one or more JavaScript 

files from third-party domains. 

Load scripts only from trusted sources, 
document external dependencies, apply 

Subresource Integrity when possible, and 

restrict sources through CSP. 

8 

Server Leaks Version 

Information via Server 
Header 

Low 

The Server HTTP response header 

disclosed web server or application server 
information. 

Suppress or generalize server banners and 

keep the server, modules, and framework 
patched. 

9 
Strict-Transport-Security 

Header Not Set 
Low 

The website did not instruct browsers to 

enforce future HTTPS connections through 

HSTS. 

Enable Strict-Transport-Security after 

confirming that all pages and subresources 

work correctly over HTTPS. 

10 
X-Content-Type-Options 

Header Missing 
Low 

The response did not set X-Content-Type-
Options: nosniff, allowing MIME sniffing 

in some browsers. 

Set accurate Content-Type headers and add 
X-Content-Type-Options: nosniff to 

responses. 

11 Cookie No HttpOnly Flag Low 

A cookie was set without the HttpOnly 

flag, allowing access through client-side 

JavaScript. 

Set HttpOnly for session and sensitive 

cookies to reduce the impact of XSS on 

session theft. 

12 
Secure Pages Include Mixed 

Content 
Low 

A secure page loaded content through 

HTTP instead of HTTPS. 

Serve all scripts, images, styles, and third-

party resources through HTTPS and remove 

insecure subresource links. 

13 
Authentication Request 

Identified 
Informational 

ZAP identified a request pattern associated 

with authentication. 

Review authentication manually, including 

HTTPS enforcement, error messages, rate 
limiting, and account protection. 

14 

Information Disclosure - 

Sensitive Information in 

URL 

Informational 
A request appeared to contain sensitive 
information in the URL. 

Do not place sensitive data in URI 

parameters; use secure request bodies and 

server-side session mechanisms. 

15 
Information Disclosure - 

Suspicious Comments 
Informational 

The response contained suspicious 
comments that may help an attacker 

understand the system. 

Remove comments that reveal 
implementation details, credentials, file 

paths, or debugging information. 

16 Modern Web Application Informational 

ZAP detected behavior typical of a modern 

web application that may require Ajax 

Spider for deeper crawling. 

Use Ajax Spider or authenticated crawling 

in future testing when dynamic content 

must be explored. 

17 
Re-examine Cache-control 

Directives 
Informational 

Cache-control headers were missing or not 

configured properly for sensitive content. 

For sensitive content, use no-cache, no-

store, must-revalidate; for public assets, use 

controlled caching policies. 

18 
Session Management 

Response Identified 
Informational 

ZAP identified a response containing a 

session-management token. 

Review session renewal, expiration, logout 

invalidation, fixation resistance, and secure 
cookie configuration. 

19 

User Controllable HTML 

Element Attribute (Potential 

XSS) 

Informational 

User-controlled input appeared in an 

HTML attribute context, requiring review 

for possible XSS. 

Validate input and encode output before 

writing user-controlled values into HTML 

attributes. 

3.3. Analysis of medium-risk findings 

The first medium-risk finding was the absence of Anti-CSRF tokens. Cross-Site Request Forgery occurs when a victim who has an active 

session is forced to send an HTTP request to a target application without intending to perform the action. The threat becomes important 

when the application has predictable state-changing forms or URLs. If a user is already authenticated, a forged request can potentially 

perform an action using the user privileges. The recommended control is to generate unique and unpredictable tokens, place them in forms, 

and validate the tokens on the server before accepting any state-changing request. 
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The second medium-risk finding was Content Security Policy Header Not Set. Although the thesis table duplicated part of the Anti-CSRF 

description under this item, the correct technical interpretation is that the website did not define a browser policy that restricts where 

executable scripts, styles, images, objects, or frames may be loaded from. CSP is a defense-in-depth mechanism because it can limit the 

impact of XSS and unauthorized resource loading. The policy should be tested gradually through Report-Only mode before enforcement 

so that legitimate resources are not blocked unexpectedly. 

The third medium-risk finding was Missing Anti-clickjacking Header. This issue occurs when a page can be embedded in a frame by 

another website. Attackers may use transparent layers or deceptive interfaces to trick users into clicking a hidden control on the real website. 

This risk is especially relevant for pages that require authentication or perform data-changing actions. The recommended solution is to 

apply X-Frame-Options with DENY or SAMEORIGIN and use the CSP frame-ancestors directive for modern browser control. 

The fourth medium-risk finding was Vulnerable JS Library. Client-side libraries are commonly used to simplify web development, but 

outdated libraries may contain publicly known vulnerabilities. Even when the server code is secure, a vulnerable library can provide an 

entry point for client-side attacks or compatibility weaknesses. The administrator should identify the affected library version, upgrade it, 

remove unused scripts, and create a regular dependency maintenance process. 

3.4. Analysis of low-risk findings 

The low-risk findings were dominated by configuration and hardening issues. Big Redirect Detected indicates that the server returned a 

redirect response with a large body. Redirects should generally contain only minimal information because unnecessary response content 

can reveal sensitive information, paths, or application behavior. The administrator should review redirect responses and ensure that no 

confidential content is sent in them. 

Cookie Without SameSite Attribute and Cookie No HttpOnly Flag show that cookie hardening still needs improvement. SameSite controls 

whether a browser sends cookies in cross-site requests, while HttpOnly prevents JavaScript from reading a cookie. These controls protect 

different aspects of session security. SameSite helps reduce CSRF exposure, whereas HttpOnly reduces session theft if an XSS weakness 

exists. For sensitive cookies, the configuration should include HttpOnly, Secure, an appropriate SameSite value, a narrow path, and no 

unnecessary domain scope. 

Cross-Domain JavaScript Source File Inclusion means that the website loaded scripts from external domains. This practice is common, but 

it creates dependency risk because JavaScript from another domain executes with the privileges of the page that imports it. If an external 

source is compromised, the website can be affected without a direct change to its own server. The safest approach is to keep an inventory 

of external scripts, remove unnecessary dependencies, load scripts from trusted sources, and combine this control with CSP. 

Server Leaks Version Information through the Server header is a reconnaissance issue. Product and version information can help attackers 

select exploits or narrow their research toward a specific platform. Hiding version information does not replace patching, but it reduces 

unnecessary exposure. Server banners should be minimized, detailed error pages should be disabled for public users, and the server and 

modules must be updated regularly. 

Strict-Transport-Security Header Not Set and Secure Pages Include Mixed Content indicate that transport security needs strengthening. 

HSTS instructs browsers to use HTTPS for future connections, reducing downgrade risk after the policy is received. Mixed content occurs 

when an HTTPS page loads HTTP resources, which weakens the protection provided by TLS. The administrator should ensure that every 

page and asset is served through HTTPS and then enable HSTS with a suitable max-age. 

X-Content-Type-Options Header Missing indicates that the application did not send the nosniff directive. Some browsers may attempt to 

infer the content type of a response. When an incorrect or ambiguous content type is interpreted as executable script, the risk of content 

execution can increase. Setting X-Content-Type-Options: nosniff and sending accurate Content-Type headers are simple but important 

hardening measures. 

3.5. Analysis of informational findings 

Informational findings are not direct proof of vulnerabilities, but they identify areas that require contextual review. Authentication Request 

Identified shows that ZAP recognized an authentication-related request. This alert should be followed by manual testing of login behavior, 

password handling, generic error messages, rate limiting, lockout policy, HTTPS enforcement, and account recovery mechanisms. 

Automated scanning alone cannot determine whether all authentication controls are strong. 

Information Disclosure - Sensitive Information in URL indicates that sensitive values may have been placed in a URL. URLs are often 

stored in browser history, server logs, proxy logs, bookmarks, and analytics systems. For this reason, credentials, session identifiers, tokens, 

or personal information should not be passed through query strings. Sensitive data should be processed through secure forms, request 

bodies, or server-side sessions. 

Information Disclosure - Suspicious Comments means that the web response contained comments that may provide useful information to 

attackers. Comments may reveal unfinished code, file names, debugging notes, old paths, developer assumptions, or references to internal 

components. The solution is to remove all unnecessary public comments and keep operational notes inside internal documentation rather 

than in delivered HTML. 
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Modern Web Application indicates that the site may contain dynamic behavior that is not fully explored by a standard spider. In future 

testing, Ajax Spider or authenticated crawling can be used to reach pages and functions that depend on JavaScript interaction. This is 

important because automated scanners can miss content that is not linked statically or that requires a user role. Re-examine Cache-control 

Directives indicates that cache headers are missing or not configured correctly. Sensitive pages should instruct browsers and proxies not 

to store private content. At the same time, public static assets may use controlled caching to improve performance. The important point is 

that caching behavior must match the sensitivity of the content. 

Session Management Response Identified shows that ZAP recognized a token related to session management. Session handling should be 

manually evaluated to ensure that identifiers are unpredictable, regenerated after login, regenerated after privilege changes, expired after 

inactivity, and invalidated during logout. Session fixation and reuse after logout should also be tested. User Controllable HTML Element 

Attribute (Potential XSS) identifies a location where user input may appear inside an HTML attribute. This is not automatically a confirmed 

XSS vulnerability, but it requires review. The application should validate input and encode output according to the HTML context before 

writing user-controlled values into attributes. This control helps prevent script execution through malformed attribute values. 

3.6. Security impact and remediation priority 

The findings can affect security objectives in different ways. Anti-CSRF and SameSite issues are related to the integrity of user actions. 

CSP, vulnerable JavaScript libraries, and user-controllable HTML attributes are related to browser-side execution and may affect 

confidentiality or integrity if exploited. Cookie issues and session-management indicators are related to session confidentiality and 

authenticity. HSTS and mixed content are related to transport confidentiality and integrity. Server banners, suspicious comments, and 

sensitive information in URLs primarily assist reconnaissance and information disclosure. 

A practical remediation plan should begin with the medium-risk findings because they represent missing preventive controls and known 

vulnerable components. The next group should address cookie and transport configuration because these controls protect session data and 

secure communication. Information disclosure and cache configuration should then be reviewed to reduce unnecessary exposure. Finally, 

the website should be retested after each remediation batch to verify whether the alerts have been reduced or eliminated. 

Table 4: Remediation priority and verification criteria 

Priority Control area Actions Responsible role Verification evidence 

1 Medium-risk controls 

Add Anti-CSRF tokens, deploy CSP, 

apply anti-clickjacking headers, and 
update vulnerable JavaScript libraries. 

Developers and web 

administrators 

Repeat scan and verify response 

headers, token validation, and 
library versions. 

2 
Cookie and session 

security 

Set HttpOnly and SameSite attributes, 

review session regeneration, expiration, 

and logout invalidation. 

Application developers 

Inspect cookies in the browser 

and test session behavior 

manually. 

3 
HTTPS and transport 

security 

Remove mixed content and enable HSTS 
after confirming full HTTPS support. 

Infrastructure 

administrators 

All pages and assets load through 
HTTPS and HSTS header is 

present. 

4 
Information disclosure 

control 

Suppress server version banners, remove 

suspicious comments, and avoid sensitive 

data in URLs. 

Web administrators and 

developers 

Public responses no longer reveal 

unnecessary technical 

information. 

5 
Cache and dynamic 

testing 

Set proper cache-control directives and 

use Ajax Spider or authenticated testing 

for dynamic pages. 

Security tester and 

application owner 

Cache behavior matches data 

sensitivity and future scans reach 

dynamic pages. 

6 Continuous verification 

Repeat OWASP ZAP scans after fixes and 

major updates; document closed findings 
and accepted residual risks. 

Security tester and 

system owner 

A comparison report shows 

remediation status and remaining 
risks. 

3.7. Comparison with previous studies 

Table 5: Comparison with related security assessment studies 

Study Object and method Main result Relation to this study 

Rosaliah et al. [33] 

Website security testing with 

penetration testing and OWASP 

Top 10. 

Authentication, sensitive data 

exposure, misconfiguration, and 

clickjacking issues were found. 

The present study also found browser 

protection and configuration weaknesses, 
especially Anti-CSRF, CSP, and 

clickjacking controls. 

Ghozali et al. [34] 
OWASP-based web application 

risk rating. 

Risk levels were derived from 

likelihood and impact. 

The present study uses OWASP ZAP 

severity and adds remediation 

verification criteria. 

Sofyan et al. [35] 
Institutional website penetration 

testing. 

One high, three medium, and six low 

vulnerabilities were reported. 

The present study recorded no high 

finding in the detailed table, but medium 

and low hardening issues remain 

important. 

Fachri et al. [36] 
Academic web server penetration 

test. 

High and medium server weaknesses 

and open service exposure were 

identified. 

The present study focuses on web 
application scanning and browser-facing 

configuration rather than network 

exploitation. 

Muni et al. [2] 
Academic information system 
assessed using OWASP ZAP. 

Multiple vulnerabilities and 
recommendations were identified. 

The present study is aligned with the 

same institutional security concern and 
provides detailed interpretation for 

Sistemasi UNISI. 
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3.8. Research limitations 

This research has several limitations. First, the assessment depended on OWASP ZAP. Although ZAP is useful for web vulnerability 

detection, it does not cover all possible weaknesses. Different tools such as Burp Suite, Nmap, Nessus, source-code analyzers, or 

dependency scanners may produce additional findings. Therefore, the result should be interpreted as an OWASP ZAP-based baseline rather 

than a complete security audit. 

Second, the research was limited to non-destructive testing. It did not include denial-of-service simulation, credential attacks, exploitation 

that changes data, or social engineering. This limitation is appropriate for an academic and ethical assessment, but it also means that some 

risks were not tested. Third, access context affects the scan result. Pages that require administrator roles, lecturer roles, or authenticated 

workflows may not be fully evaluated if the scanner does not operate with those credentials. 

Fourth, the result is time-dependent. Website security can change when software is updated, features are added, server configuration is 

modified, or dependencies are replaced. The findings therefore represent the condition observed during the research period. Future work 

should include authenticated testing, manual verification of business logic and access control, comparison with additional tools, and 

retesting after remediation 

4. Conclusion 

The penetration testing activity using OWASP ZAP identified 19 detailed security findings on the Sistemasi UNISI website. The findings 

consisted of four medium-risk findings, eight low-risk findings, and seven informational findings. No high-risk finding was presented in 

the detailed report. The medium-risk findings were Absence of Anti-CSRF Tokens, Content Security Policy Header Not Set, Missing Anti-

clickjacking Header, and Vulnerable JS Library. These findings show that the website requires improvement in preventive browser controls, 

request validation, and client-side dependency management. 

The low-risk findings show that several hardening controls were incomplete, including cookie attributes, cross-domain JavaScript 

management, server banner reduction, HSTS, MIME sniffing protection, and mixed-content prevention. The informational findings show 

areas that require additional review, including authentication behavior, sensitive information in URLs, suspicious comments, dynamic 

application behavior, cache-control directives, session management, and potential XSS contexts. Overall, the website can still be accessed 

normally, but its security configuration needs strengthening to reduce exploitation opportunities. 

The recommended improvements include adding Anti-CSRF tokens, implementing Content Security Policy, applying X-Frame-Options 

or CSP frame-ancestors, updating vulnerable JavaScript libraries, configuring HttpOnly and SameSite cookies, enforcing HTTPS and 

HSTS, removing mixed content, suppressing unnecessary server information, removing suspicious comments, improving cache-control 

directives, and performing retesting after remediation. Future research should combine OWASP ZAP with manual testing and additional 

tools to obtain a broader evaluation of the website security posture.  
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